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Relationship direction matters
Prefer consistent direction, but direction can be arbitrary
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Node types matter
Node can have multiple types
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Vendor A

Washington 
Suburban 
Sanitary 

Commission

Water Sector

ICS Vendors

Product A

VU#790925

Update X

Network 
Architecture 
Guidance

WebWorks Help XSS vulnerabilities

WebWorks 
Help 5.0

VMware

WebWorks.com

ePublisher 
2009.2

WebWorks 
Publisher 8.*

WebWorks 
Help 4.0

VMware 
Server 2.0.2

Product B

ePublisher 
2009.3

Update for 
ePublisher 

2009.2

VMwareServer2
02-

CVE-2009-3731
.zip
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Vendor A

Washington 
Suburban 
Sanitary 

Commission

Water Sector

ICS Vendors

Product A

VU#790925

Update X

Network 
Architecture 
Guidance

WebWorks Help XSS vulnerabilities
•  Find potentially affected vendors
   -  Start at VU#790925

WebWorks 
Help 5.0

VMware

WebWorks.com

ePublisher 
2009.2

WebWorks 
Publisher 8.*

WebWorks 
Help 4.0

VMware 
Server 2.0.2

Product B

ePublisher 
2009.3

Update for 
ePublisher 

2009.2

VMwareServer2
02-

CVE-2009-3731
.zip

6



Vendor A

Washington 
Suburban 
Sanitary 

Commission

Water Sector

ICS Vendors

Product A

VU#790925

Update X

Network 
Architecture 
Guidance

WebWorks Help XSS vulnerabilities
•  Find potentially affected vendors
  -  Follow relationships to leaf nodes

WebWorks 
Help 5.0

VMware

WebWorks.com

ePublisher 
2009.2

WebWorks 
Publisher 8.*

WebWorks 
Help 4.0

VMware 
Server 2.0.2

Product B

ePublisher 
2009.3

Update for 
ePublisher 

2009.2

VMwareServer2
02-

CVE-2009-3731
.zip
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Vendor A

Washington 
Suburban 
Sanitary 

Commission

Water Sector

ICS Vendors

Product A

VU#790925

Update X

Network 
Architecture 
Guidance

WebWorks Help XSS vulnerabilities
•  Find potentially affected vendors
  -  Return nodes that are vendors

WebWorks 
Help 5.0

VMware

WebWorks.com

ePublisher 
2009.2

WebWorks 
Publisher 8.*

WebWorks 
Help 4.0

VMware 
Server 2.0.2

Product B

ePublisher 
2009.3

Update for 
ePublisher 

2009.2

VMwareServer2
02-

CVE-2009-3731
.zip
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Allen-
Bradley

GoAhead 
WebServer

ICS Vendors

ControlLogix 
1756-ENBT/
A EtherNet/
IP Bridge

Rockwell 
Automation

Radware

ControlLogix 
1756-ENBT/
A EtherNet/
IP Bridge

firmware 1

ControlLogix 
1756-ENBT/
A EtherNet/
IP Bridge

firmware 2

OSIsoft
Alcosan

ControlLogix 
1756-ENBT/
A EtherNet/
IP Bridge

firmware 3

modbus

ICCP

GoAhead 
WebServer 

2.1.8



GoAhead 
WebServer

Washington 
Suburban 
Sanitary 

Commission

Water Sector

S2 Security

Linear

eMerge 
5000

Radware

IEI

NetBox

Vendor

Site

Component

Group

eMerge 
5000
1.1

Alcosan

Oil & Gas 
Sector

rel type

Vulnerability

Fix

rel label



GoAhead 
WebServer

GoAhead 
Software

GoAhead 
WebServer 

2.1.8

GoAhead 
WebServer 

2.1.7

SP 2

HTTP

ASP

GoAhead 
WebServer 

2.1.8

VU#619499

KB 234584

Network 
Architecture 
Guidance



GoAhead 
WebServer

Sonitrol

eAccess

Windows

XP

MIcrosoft

Web Servers

HTTP

Embedded 
Web Servers

HTTP 1.1

HTTP 1.0

ASP

makes
has 

version

Updated 
Firmware

Fix


